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- Fifteen years launching and managing a PA-based medical 
transcription service

- Five years managing data breach incidents, mostly 
healthcare

- Five years managing Verizon’s HIPAA Security Office and 
supporting ICSA Labs’ meaningful use certification program

- In life a a son, a brother, a husband and a father. 
- In the healthcare system as a vendor, a patient, a minister, 

and a loved one

“Get to know the 
nurses, they are the 
most important people 
in the hospital”
- quote from my sister, a 
physician
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The Left and Right Brain of the Organization
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Our World Used To Look Like This
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Our World Today…
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Mobile Apps Are the Gateway to Information

“Take out your smartphone – if you are like 
most people it’s never more than a few feet 
away– and tell me what you see.  A phone, 
yes.  But also a bank.  A credit card.  A filing 
cabinet holding medical records, tax returns, 
personal correspondence, social security 
numbers.  Maybe a home security system or 
keys to your house.  Apps that reflect what 
you watch, what you read, who you talk to, 
what you think.”

- Excerpt from Lowell McAdams blog on 
February 29th, 2016
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Care Coordination in the Modern Family
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Cyber Risk 
and Cyber 
Security
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What are the motives behind Cyber 
Attacks?

MONEY

Willie Sutton’s Law

Why do you rob banks?

Because that’s where the 
money is.

Go where the money is... 
and go there often

12
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What are the motives behind Cyber 
Attacks?

Cyber Attacks Methods

Denial of Service (DOS)

Advanced  Persistent Threats (APTs)

Malicious Insiders/Inside Threats

Malicious Code

Social Engineering (Phishing, Pharming)

Stolen Devices (laptops, tablets phones etc…)
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Insider Threats
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Ransomware

A flurry of ransomware attacks against hospitals in recent weeks suggests that 
online criminals may have found a new favorite target for cyber-extortion.

The latest to get hit are Methodist Hospital in Henderson, Kentucky, and 
Southern California’s Chino Valley Medical Center and Desert Valley Hospital, 
both of which belong to the Prime Healthcare Service chain.

- Dark Reading, March 23rd.  
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Social Engineering
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Social Engineering - Phishing

Phishing - the act of attempting to acquire information such as 
usernames, passwords, and credit card details (and sometimes, 
indirectly, money) by masquerading as a trustworthy entity in an 
electronic communication. 
(Wikipedia, http://en.wikipedia.org/wiki/Phishing)

“In this age of firewalls, Intrusion 
Detection Systems (IDS), anti-virus, 
and <insert security technology 
here>, the shortest path into a 
network is through the weakness 
embodied in human behavior. More 
specifically, in a person’s propensity 
to trust, to help, to obey, or simply to 
be curious or entertained.” 
(Eric Basu - http://www.forbes.com/sites/ericbasu/2013/10/07/spear-
phishing-101-who-is-sending-you-those-scam-emails-and-why/)
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Pharming

Pharming redirects a person to a fake Website or, 
the system redirects users to authentic web 
sites through phisher-controlled proxies 
(“Man In The Middle”) that can be used to 
monitor and intercept keystrokes

Spoofed Sites Collect 
Credit card numbers

Account names

Passwords

Social security numbers

They Do This By
Displaying a popup to steal info before sending the user 

to the real site

Using a self-signed certificate to fake authentication 
and get the user to trust it enough to enter personal 
data on the spoofed site

Painting over the address and status bar of the browser 
to trick the user into thinking they are on the 
legitimate site so that they enter their info

Pharming (färm'ing) 
n. A method of redirecting 
Internet traffic to a fake web 
site to capture information

19

Healthcare and 
Securing IoT
Securing Mobile and IoT Devices

What is the Internet of Things?

Answer: Anything with a power button connected to the 
Internet.
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The future of IoT and mobile devices

Five Billion Devices
hooked up to the Internet of Things (IoT) today

Three billion of those devices are consumer products.

Projections range from 21-34 billion connected devices by 
2020.
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The drive to 25 billion 
connected devices

It’s happening now.

Connecting “things” in the real 
world. Changing how we live and 
work:

• Fitness trackers

• Utility meters 

• Household appliances 

• Connected cars

• Smart buildings 

Forcing us to change existing approaches 
to safety and risk, privacy and security. 

…and we’ve barely scratched the surface.

IoT Security Risks Can Be Exploited

As we install more smart devices 
in our homes, hospitals, and 
workplaces we increase the 
number of vulnerabilities an 
intruder could use to 
compromise personal 
information. 
Digital compromise may lead to 
risks to personal and physical 
safety.
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IoT Privacy Risks Arise Through the Collection of 
Information Over Time

Privacy risks may flow from the collection of 
personal information, habits, locations, and 
physical conditions over time.

Companies might use this data 
to make credit, insurance, and 
employment decisions.

Criminals could use this data for 
nefarious purposes.

Sensitive Behavior Patterns

Existing smartphone sensors can be used to 
infer:
• a user’s mood
• stress levels
• personality type 
• bipolar disorder
• demographics (e.g., gender, marital status, job 

status, age)
• smoking habits
• progression of Parkinson’s disease
• sleep patterns
• happiness 
• levels of exercise 

Security issues with mobile apps

"Mobile security breaches are - and will continue to be -- the result of 
misconfiguration and misuse on an app level, rather than the outcome 
of deeply technical attacks on mobile devices"  – Gartner
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IoT and Healthcare

In healthcare – Potentially insecure medical devices are 
one of the biggest causes of concern.

• Implantable Cardioverter Defibrillators (ICD)

• Insulin Pump 

• Drug infusion pumps 

• X Ray systems / centralized storage

• Blood refrigeration Units 

• CT Scanning equipment

• Remote monitoring systems

• Clinical Data Repositories

Why IoT devices Make Good Targets

• IoT manufacturers lack experience in 
security.

• IoT devices are highly sophisticated, but 
many are inexpensive and essentially 
disposable and difficult or impossible to 
update or patch.

• No economic incentive to be secure

What makes IoT in Healthcare a Target?

Most medical devices are more vulnerable to cyber-
attacks than normal IT endpoints.

Unlike regular IT components used in the healthcare 
environment, medical devices are not only mission-critical, 
they are also safety-critical. 

However, at the same time many factors contribute to 
making medical devices less secure, including: 

• A generally low cyber-security maturity. 

• A long useful life often resulting in the use of end-of-
support software components.

• Slow security patch deployment.
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Security Is Not a Priority

Traditional IT security postures often describe priorities 
using the acronym C-I-A. Confidentiality – Integrity –
Availability.

In the healthcare environment, which reflects a different 
nature of mission and business critical function, taking 
patient safety as a paramount concern - the priorities are 
reversed: Availability – Integrity – Confidentiality.

This reflected in the hospital-internal processes and 
priorities, such as the different job functions of IT and 
Biomedical Engineering, and it also results in very 
different regulatory frameworks and guidance.

From Personal Health to the Healthcare System

Best Practices 
and Guidance
Securing Mobile and IoT Devices
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What are we doing about it?

We live in a world where we are constantly 
weighing risks/benefits. There is no doubt that IoT
can provide tremendous benefits, which come with 
risks. 

We can’t eliminate risk, can only identify, manage 
and mitigate it.

There are resources available (FTC, FDA, NIST, and 
IHE, for example) – but the industry needs to adopt 
a laser focus on security by design.

We can’t “achieve” security, we can only improve it.

Guidance and recommendations

• FTC Report on Internet of Things urges companies to adopt best 
practices to address privacy and security risks.

• Report recognizes that the rapid growth of connected devices offers 
societal benefits, but also risks that could undermine consumer 
confidence 

Federal Trade Commission

FTC Recommendations

FTC staff also recommends that companies notify 
consumers and give them choices about how their 
information will be used, particularly when the data 
collection is beyond consumers’ reasonable 
expectations. 

There is no one-size-fits-all approach to how that notice 
must be given to consumers, particularly since some 
Internet of Things devices may have no consumer 
interface.
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NIST Releases Draft Framework to Help ‘Cyber 
Physical Systems’ Developers

FDA Releases Draft Guidance 

January 2016
Post-market Management of Cybersecurity in Medical 
Devices Devices - Draft Guidance for Industry and Food 
and Drug Administration Staff 

Device communication standards

Continua - Convenes, constrains and 
advocates global technology 
standards to advise developers of 
end-to-end interoperable solutions for 
personal connected health.
The organization publishes Continua Design Guidelines that define 
interoperable interfaces that enable the secure flow of medical data 
among sensors, gateways, and end services, addressing ambiguity in 
underlying healthcare standards and ensuring consistent implementation 
through product certification.
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Guidance and recommendations

Medical Equipment Management (MEM): 
Medical Device Cyber Security – Best Practice Guide
(Draft)
• How today’s medical devices are used and incorporated in our IT 

environments. 
• What type of cyber-threats they are exposed to and how these threats 

can affect the medical device ecosystem.
• A review of best practices to design security into medical devices and 

reliable medical device networks, ranging from asset and configuration 
management access control, to cyber-security protective measures.

Security & Interoperability Resources

- NIST: DRAFT Framework for Cyber Physical Systems (September 2015). The 
Framework is intended to serve as a common blueprint for the development 
of safe, secure, and interoperable systems as varied as smart energy grids, 
wearable devices, and connected cars.

- FTC: IoT devices come in a variety of forms and shapes, but they have a 
handful of similar attributes that make security an even greater challenge. The 
FTC released a staff report recently that took a comprehensive look at IoT
and security, including secure APIs, authentication, and product updates, was 
a key theme.

- Open Web Application Security Project (OWASP): The OWASP Internet of 
Things Project is designed to help manufacturers, developers, and 
consumers better understand the security issues associated with the Internet 
of Things, and to enable users in any context to make better security 
decisions when building, deploying, or assessing IoT technologies. The 
project looks to define a structure for various IoT sub-projects such as Attack 
Surface Areas, Testing Guides and Top Vulnerabilities.  

IoT and Managing Risk:  Key Points

• Security by Design – Whether an appliance, software, toy or electronics, the 
manufacturer should integrate security into the design process. It is 
important that security is implemented into the design of each product 
throughout the product’s lifecycle. 

• Encryption is Essential – Manufacturers need to have a strong policy that 
utilizes encryption. When a data breach happens, if the data is encrypted, a 
number of “safe harbor” type provisions may apply. For example if the data 
is encrypted, then its loss is generally not considered a breach.

• Built-In Risk Analysis Program – How often does the manufacturer conduct 
risk analysis and are they standard in the product’s development lifecycle? It 
is important to gauge the maturity of a manufacturer’s information security 
program. 

• Authorize Connected Devices - Devices connected to the Internet should 
require some type of authorization such as authentication via digital 
certificates to confirm identity as well as its access. Allowing access to a 
small part of a system, may provide access to all of it. Authentication can 
help contain these types of breaches.
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• Monitor connected devices throughout their expected life cycle, 
and where feasible, provide security patches to cover known 
risks.

• Train employees about the importance of security, and ensure 
that security is managed at an appropriate level in the 
organization;

• Consider data minimization – limiting the collection of consumer 
data, and retaining that information only for a set period of time, 
and not indefinitely. 

• Require Independently Tested and Certified Products - All 
product manufacturers should have their security independently 
tested and certified by a third-party provider.  This adds a layer of 
protection as the products go through rigorous testing, and 
adhere to security standards

IoT and Managing Risk: Key Points

Not Losing Sight of the Big Picture

“its about somebody who gets to go back to their family, who gets 
to go back out on another run.”

- Andrew Jarret, volunteer firefighter and CEO of ResponderX

Thank you.
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